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Message Text 

CONFIDENTIAL 

PAGE 01 BERLIN 06498 201650Z 
ACTION SY-05 

INFO OCT-01 ISO-OO /006 W 

000784 210155Z/75 

R201032Z JUL 77 
FM AMEMBASSY BERLIN 
TO SECSTATE WASHDC 5219 
INFO AMCONSUL FRANKFURT 

CONFIDENTIAL BERLIN 6498 

SY CHANNEL 

DEPT FOR A/SY/FO; FRANKFURT FOR RSS. 

E.O. 11652: GDS 
TAGS: ASEC 

SUB J : TELCON REQUEST BY SY/FO. 

REF: TELECON ON 7/13/77 BETWEEN D. HANDRAHEN AND J. BASTEK. 

1 . FOLLOWING IS POST'S PROPOSAL FOR SAFEHAVEN AT AMBASSADOR'S 
RESIDENCE, AS REQUESTED IN REF TELCON. 

A. SAFEHAVEN WOULD BE BATHROOM ADJACENT TO MASTER BED- 
ROOM (REFER TO FBO FLOOR PLANS DATED 4/16/75). RENOVATION 
WOULD CONSIST OF 7/32" STEEL ARMORING ON DOOR, WITH TWO 
S&G 181 DEADBOLTS AND 1/2" LEXAN INSTALLED BEHIND GLASS OF 
SINGLE BATHROOM WINDOW. WINDOW WOULD ALSO BE GRILLED. 

B. RCO BONN HAS BEEN QUERIED REGARDING THE FEASIBILITY 
OF INSTALLING A TELEPHONE IN THE SAFEHAVEN. 

C. THE TELECOMMUNICATONS PROTOCOL AGREEMENT WITH THE 
GDR, DATED 9/4/74, DOES NOT ALLOW FOR THE USE OF A VHF RADIO 
NET OUTSIDE OF THE EMBASSY. WITHOUT RADIO COMMUNICA- 
TION TO THE EMBASSY, A TIMELY RESPONSE BY THE RSO 
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PAGE 02 BERLIN 06498 201650Z 
AND/OR MSGS COULD NOT BE ASSURED. 

2. UPON CONCURRENCE BY SY/FO. RSO WILL PREPARE 
DETAILED INSTALLATION PLAN. AND START RENOVATIONS 
USING TDY SEABEES AT POST. ESTIMATE RENOVATION TIME 

TO BE ONE WEEK. AS AMBASSADOR MAY ARRIVE ON/ABOUT 8/16, 

REQUEST EARLIEST RESPONSE. 
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3. IT SHOULD BE NOTED THAT CSO CONSIDERS TERRORIS 
THREAT, IARTICULARLY AT AMBASSADOR S RESIDENCE, TO BE 
MINIMAL. EAST GERMAN POLICE MAINTAIN A 24 HOUR WATCH 
STATION DIRECTLY ACROSS THE STREET FROM RESIDENCE. 

4. INTERNAL DEFENSE PLAN, INTERNAL DESTRUCTION PLAN, 
BOMB PLAN AND KIDNAPPING PLAN WILL BE POUCHED TO 
SY/FO ON OR BEFORE JULY 22. RSO DOIG IS COMPLETING 
SECURITY SURVEY AND WILL POUCH IT DIRECTLY TO DEPT 
AT THE EARLIEST. POLANSKY 
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